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  APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Drill
	D3-02

	Category
	Materials Handling

	Type
	Personal effects, parcels and mail

	Subject
	Suspicious substances bring delivered with the mail.

	Security Level
	1 or 2


INTRODUCTION

1. A wide range of goods enter and leave a Port Facility, from liquid cargo to cargo in TEUs, baggage, mail, ships’ stores, contractors’ materials and personal items. While most will be normal cargo, some may pose a security risk, and security staff must be alert to all items that may be of special security concern, regardless of their origin, conveyance, or destination.  The screening of items brought into the Port Facility must be performed with care, and with all means available, including X-ray machines if possible.

AIM
2. To enhance the proficiency of port security staff in screening items being delivered with the mail to the port facility

OBJECTIVES
3. Security staff expected to screen items according to procedures in the PFSP.
4. Security staff expected to handle suspicious items according to procedures in the PFSP. 

DESIRED OUTCOMES
5. On completion of the drill, Port Facility security staff will be able to:

· Properly screen items being delivered into the port facility

· Detect suspicious letters in a delivery of mail. 

· Take the appropriate action to deal with suspicious items. 

RESOURCES

Personnel

6. Control Team

· Chief Controller – This may be the PFSO.

· 1 x person delivering mail – This can be the person delivering legitimate mail.

7. Players

· Port Facility security staff. 

8. Safety Officer – The appointment of a safety officer for this drill should be considered.  However, it is not expected that safety would be of special concern during this drill.

Material

9. Goods screening equipment, if any, is in working condition.

10. Props

· An envelope containing small packets of flour, simulating biological agent, to be delivered to “Security Manager, Port Facility ABC”.  Some of the flour may be spilled out. 

· Collection of mail.

11. Vehicles – For person delivering mail. 

12. Communication

· For players – The existing communication infrastructure will be used. 

· For Controllers – Mobile phone as preferred means with walkie-talkie as back up. 

13. Others

· Refreshment or meals – if required

· Room for briefing and debriefing with computer, projector, screen and chairs

· Stationery for note taking 

Budget

14. Funding may be needed for the following:

· Employment of mail delivery person and vehicle.

· Materials for the props. 

· Refreshments for debrief.

· Reimbursement of expenses incurred by controllers or staff, if any. 

SCHEDULE OF EVENTS

15. Refer to Drill Announcement (or if there are changes, an updated Schedule can be posted here)

SCENARIO

16. The Designated Authority has warned that a terrorist cell is targeting transportation in the country, and is taking every opportunity to cause disruption to business in the hopes of causing a loss of confidence in the government. While there is no specific target, all port facilities should be diligent in screening all items being brought into the port facility.  

TASKS

17. For Controllers:

a. To obtain a pass to deliver the envelope with the rest of the mail. 

b. The Chief Controller will conduct the drill in accordance with the events listed in the Master Events List.

c. The Chief Controller should position himself at a suitable location to discreetly observe the proceedings.

d. The Safety Officer, if appointed, should follow the security staff as they carry the drills. 

18. For Players.  This drill will check security staff diligence in their routine screening of parcels, mail and personal effects.

MASTER EVENTS LIST

The timing of the drill is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N
	Time
	Event
	From
	To
	Means of Delivery
	Expected Response
	Remarks

	Date:
	DD/MM/YYYY

	001
	0900
	All participants in position
	
	
	
	
	

	002
	0905
	Drill commence
	Chief Controller
	All participants
	Walkie Talkie
	None
	“Drill Start”

	003
	1015
	Mail delivery person to delivery “letter”
	Mailman
	Security Staff
	Drive to port facility
	Did the security staff managed to intercept the “letter”?  Were the actions taken in accordance with procedures?
	

	004
	1100
	Drill completed
	Chief Controller
	All participants
	Walkie Talkie
	Dispersal of personnel/ equipment 
	“Drill End”

	005
	1130
	Hot Wash
	Chief Controller
	All participants
	
	N/A
	


TERMINATION
19. The drill may be terminated under any one of the following conditions:

a. When the simulated petrol bomb has been delivered into the Port Facility.

OR

b. When the delivery is stopped at the gate by Port Facility security staff and the simulated petrol bomb has been discovered.

OR

c. Upon the Chief Controller’s instruction.










































Volume 2
D3-02 Pg 4

[image: image1.png]